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Increased Security – Update 
13:05 hours (local) - 20 August 2006

These procedures take effect from 04:30 on Monday, 21 August 2006.

Breaking news

Following feedback from staff and from our passengers, we’ve increased security measures to reduce confusion and increase passenger flow rates. As from 04:30 on Monday, 21 August 2006, SOLID cosmetics and toiletries will also be prohibited from being taken through passenger Central Search. These amended measures will ensure that we operate to the same security standards as the rest of BAA’s UK airports. Staff search and control posts are unaffected by this change; staff may continue to carry solid forms of cosmetics and toiletries through security.

Consolidated security rules
In this update, we’ve consolidated all the information into one place. This will clarify what you need to know about the increased security measures. This update is effective from 04:30 on 21 August. This document (Increased Security – Update 20) consolidates and replaces all previous updates.
Contents of this update
1. Cabin baggage size restrictions

2. What passengers may take through passenger Central Search 

3. What staff may take through staff search and control posts

4. Hand-search and footwear-screening ratios

5. Duty Free products for transferring passengers

6. Confiscating prohibited items

Appendices

1. Guidance on additional prohibited items

2. Medication verification process chart

3. 3-month Hold Procedure

4. Useful questions and answers from the Department for Transport

1.
Cabin baggage size restrictions

One item of the following maximum size is allowed through Central Search:
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2.
What passengers may take through passenger Central Search

Passengers can take any personal items through airport security except prohibited items. 

 Prohibited items fall into the following categories:

· The existing list of items you’ve always worked to (i.e. all items normally prohibited by Department for Transport regulations)
· Any liquids, gels or pastes

· Cosmetics and toiletries

· Cigarette lighters

The exceptions to these are essential medicines, baby milk, sterilised water for babies and baby food, all of which must be verified. Refer to appendix two for medication verification process. Any baby milk, sterilised water or liquid food must be tasted by the passenger to verify it’s authentic.

Have a look at appendix one for guidance on what’s allowed and what’s not. Please note that the list is not exhaustive. If any item is not on the list, then the general rule described above applies.
3. What staff may take through control posts and staff search  

Staff and crew may take a bag containing the following through staff search, and control posts: 

· Items required to perform their work duties (this includes computers, PDAs, pens and books)
· Solid foods required during the work shift – food containers must be checked to ensure they do not contain any liquid
· Mobile phone and keys (including electronic fobs)
· Solid cosmetics and toiletries for use during your period of duty (take them out of your bag before going through the search)

· Kirpans

What is the procedure for items which do not conform?

Items can be stored or disposed of landside. Items are not to be left at staff search or control posts.

What about crew passing through staff search?

Crew may place liquids, pastes or gels into their hold baggage, but these items must not be contained within their cabin baggage.

4. Hand-search and footwear-screening ratios

We’ve put this short summary together to clarify the search ratios for passengers and bags.

Passenger Central Search: T1, T2 AND T3 ONLY

(Passengers
· You must x-ray 100% of passengers’ footwear.

· You need to conduct a full hand search of 50% of passengers (inclusive of alarms).



Bags

· The normal NSM protocols apply. This means that you must hand search 5% of all articles screened, and subject them to trace detection. This is 1 in every 20 articles.

· You’ll need to remove laptops and all other large electrical items from bags before you screen them.

Passenger Central Search: T4 ONLY

(Passengers (ESP operation)
· You must x-ray 100% of passengers’ footwear

· You need to randomly and continuously select passengers for screening through Secure 1000 body scanner, achieving a minimum of 10% of passengers. 

· You must screen all remaining passengers through the AMD.

· You’ll need to subject 1 in 3 (no fewer) of these passengers to a full hand search.



Bags

· The normal NSM protocols apply. This means that you must hand search 5% of all articles screened, and subject them to trace detection. This is 1 in every 20 articles.

· You’ll need to remove laptops and all other large electrical items from bags before you screen them
When ESP is out of operation, you must follow the ratios specificed for Terminals 1, 2 and 3.

PIER 3/PIER 7 BAA - SECONDARY SEARCH FOR NON-US DESTINATIONS 
What are people allowed to carry through secondary search?

All items brought through Central Search plus any items purchased airside, including liquids purchased airside (e.g. alcohol and perfume), may be taken onto the aircraft. Liquids are not permitted on any flights to the USA or those operated by Air Canada.

How many passengers do I need to screen at secondary search?

Select passengers on a random and continuous basis, and no fewer than 20% of all passengers.

TRANSFERRING PASSENGERS
You’ll need to screen passengers as per the T1, T2 and T3 process – see above.

STAFF SEARCH & CONTROL POSTS
· You must x-ray 100% of footwear.

· You need to conduct a full hand search of 3 in 10 staff (inclusive of alarms).

5. Duty Free products for transferring passengers

Staff are to advise travellers to the USA that ALL liquids, gels and pastes will be confiscated as they board the aircraft. This rule also applies to any flight operated by Air Canada. It is the passengers’ responsibility to dispose of these products but BAA staff will be on hand at transfer points to assist USA-bound travellers and Air Canada passengers with this. It is the airlines’ responsibility to ensure passengers have disposed of these products in the gate rooms.

All other transferring passengers (i.e. not travelling to USA) are allowed to carry liquid Duty Free, provided they can prove that they purchased it in an airside location on their journey. You must ask them to show a Duty Free sales receipt to prove this. If they can not prove this, the liquid must be confiscated and disposed of using the procedure for the declaration of surrender of prohibited articles. 

All other Duty Free products, purchased airside at their originating airport, can be taken through. 

6. Confiscating prohibited items

Passengers who present themselves at passenger search points whilst carrying prohibited items have three options:

· Land themselves/return to check-in and check items into the hold

· Request the storage of valuable items under the 3-month Hold Procedure, or

· Hand items over to security staff for permanent disposal.

3-MONTH HOLD PROCEDURE
Refer to Appendix 3 for details of the 3-month Hold Procedure. 

CONFISCATION BINS
Confiscation bins are now in place at all passenger search points, and must only be used for items that are handed over to security staff for permanent disposal. The bins should be used as follows:

· Green bins: drinks, food waste, packaging

· Yellow bins: syringes, needles, other clinical waste

· Red bins: medicines, batteries, aerosols, perfumes, aftershaves

· Metal buckets: lighters, non-safety matches

Alcohol must be disposed of by HMRC.

Please notify your supervisor/service team leader if any of the bins are full. Supervisors/service team leaders should contact cleaning staff, who will remove empty green bins; contact Grundons staff 
(07768 807 334), who will remove the yellow bins, red bins and metal buckets. 

HIGH VALUE ITEMS AND DUTY FREE PRODUCTS
For high value items and Duty Free products that passengers give to security staff for permanent disposal:

· The supervisor must be called. The supervisor completes the Declaration of Surrender of Prohibited Articles Form, and issues Copy 2 of the form to the passenger. Copy 1 is to be filed.

· The items for disposal are to be placed into a clear plastic bag, together with Copy 3 of the Declaration form.

· The supervisor is then to secure the items in the secure cage provided. 

· The supervisor is to call the HMRC 24 Hour Control Point (0208 910 3800) half an hour before the search area closes to arrange for HRMC officers to collect the confiscated items. 

 Thank you for your continued support as we implement these increased security measures.
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Giles Price

Chair, Central Crisis Management Team

Heathrow Airport
Appendix 1 – Guidance on additional prohibited items

This table includes examples of the prohibited items. Please note that this list is not exhaustive and the categories of prohibited items listed in Section 2 applies.


	Not permitted
	Permitted

	Drinks not permitted
	Drinks permitted

	· Any drinks in cans, bottles, plastic containers, cardboard cartons, etc.
	· Empty containers such as flasks and mugs

	Cosmetics and toiletries not permitted
	Cosmetics and toiletries permitted

	· All consumable cosmetics and toiletries (solids and liquids), for example:

· Soaps

· Creams

· Lipsticks or lip balms

· Mascara

· Toothpaste

· Talcum powder

· Hairspray and other aerosol items

· Deodorants

· Sun tanning products

· Bottles of contact lens solution
	· Sanitary towels and tampons

· Non-consumable cosmetics and toiletries, for example :

· Combs

· Cotton wool

· Safety razors

· Toothbrushes

· Disposable contact lenses in sealed packaging, sufficient for flight (i.e. one or two pairs) 

· Non-disposable contact lenses in carrier with small amount of solution (but not bottles of solution)

	Food not permitted
	Food permitted

	· Any liquid-based food products in packets, tubes, plastic or tin containers

· Pasta or any other foodstuffs in sauces, gravies or other liquids

· Jams and syrups

· Sauces

· Pastes

· Yoghurts

· Soups (carton or otherwise)

· Stews or curry
	· Sandwiches
· Crisps
· Fruit

· Vegetables 

· Other solid foods



	Writing implements not permitted
	Writing implements permitted

	· Spare cartridges for fountain pens


	· Biros, rollerball pens, gel pens

· Fountain pens with single, open cartridge in use (but not refills/new cartridges)

· Pencils

	Baby milk/food not permitted
	Baby milk/food permitted

	
	· Empty containers such as empty bottles beakers or flasks

· Baby milk (if tasted by the passenger)

· Sterilised baby water (if tasted by the passenger)

· Baby juice (if tasted by the passenger)

· Baby food in liquid, gel or paste form (if tasted by the passenger)

· Baby food powder (need not be tasted)

	Other items not permitted
	Other items permitted

	· Cigarette lighters

· Non-safety matches
	· Safety matches


Appendix 2 – What happens to medication

The chart below outlines the advice given to passengers relating to medication.


Appendix 3 – 3-month Hold Procedure


If a passenger arrives at security and they are carrying prohibited items, they have three options:

· Land themselves/return to check-in and check items into the hold

· Request the storage of valuable items under the 3-month Hold Procedure, or

· Hand items over to security staff for permanent disposal.

If the passenger chooses the 3-month Hold Procedure, they must do the following:

· Land themselves (if applicable)

· Go to the Excess Baggage / Lost Property Services Department in Terminal 3

· Check-in the item, where the staff will give the passenger a form detailing the item(s) checked

· Keep the form safe, as this will be required to collect the item(s)

· Pay the £6 charge when they collect the item any time within the 3-month period

A representative may collect the item on the behalf of the passenger. They must be in possession of the original form and a letter from the passenger authorising them to collect the item(s). The representative must show photo identification.

Passengers may make alternative arrangements to collect the item(s) (i.e. no one is available to collect the item). Passengers are responsible for all additional costs this may incur.

At the end of the three months, Excess Baggage / Lost Property Services have the right to dispose of any unclaimed items. This process may entail public auction or destruction.

Appendix 4 – Useful Q&A from the DfT


Baby food and equipment

Can dried baby milk be taken?

Yes.

Can babies be allowed a bag of their own? What about twins?

Yes, passengers travelling with a babies are permitted to carry one baby bag per baby in additional to their one personal bag allowance. The baby bag must also adhere to the specified bag dimensions.

Cabin baggage, items carried

Can batteries be taken through Central Search?

Yes.

Can cigarette lighters be taken through Central Search in cabin baggage?

No.

Can matches be taken through Central Search?

Yes, a small packet of safety matches is permitted on one’s person. These must be carried on the person, not in their cabin baggage. Non-safety matches (i.e. ‘strike anywhere matches’) are forbidden. 

Can human remains be taken through Central Search?

Yes, if the item fits into the cabin baggage dimensions.

What are the requirements for the screening of electrical items?

All laptops and large electrical items (e.g. large hairdryers) must be removed from the cabin bag and placed in a tray so that such items neither obscure nor are obscured by the bag. Mobile phones can be left in the bag. X-ray operators should reject for re-screening or hand search any bag presented that does not conform to this requirement.

Can passengers carry items in their pockets when going through the security search?

No.

Medical/disability equipment and human organs

Should hearing aids be x-rayed?

No.

How do security staff deal with passengers who have colostomy bag?

Passengers with colostomy bags should empty the bag before going through security. 

How can silicone bras for women who have had mastectomies be facilitated?

Silicone bras are allowed, when worn.

Disposable contact lenses in sealed strips with liquid, are these permitted?

Passengers can take sufficient supply for the flight (i.e. one to two sets). 

Can holders for non-disposable contact lenses have fluid in them?

Yes, within the holders only. Additional solutions must be carried in hold baggage.

Can Doping Control Officers (DCOs) take urine samples in cabin baggage?
No.

Musical instruments

Can passengers take through instruments such as cellos, double bass, or violins, even if they have bought a seat for the instrument?

No, unless they fit within the cabin baggage maximum dimensions described in Section 1.

END OF BRIEFING

 From 13 August 2006





Liquid, cream or gel





Solid 


(powder up to 50g �or tablets)
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Your liquid non-prescription medicine





Child’s non-prescription liquid medicines, such as Calpol, are permitted, but you’ll need to taste them to verify authenticity.





Adult’s non-prescription liquid medicines are not permitted.





Your solid non-prescription medicine





All other solid non-prescription medicines are permitted.





Passenger information - What to do with your medication





The liquid is NOT permitted in the cabin





The liquid is permitted in the cabin





The pharmacist rejects the liquid





The pharmacist verifies the liquid





You will be referred back to the airline who will accompany you to an airport pharmacist





If you have any questions, 


please contact your 


airline representative.





The liquid is permitted in the cabin with no further investigation or verification required





You are unable (for whatever reason) to taste the liquid





You taste the liquid in order to verify it as genuine





(
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The liquid is NOT permitted in the cabin and you will need to refer back to your airline





You will be asked to taste the liquid in order to verify that it is genuine





Over 50ml





Under 50ml





The powder or tablets are permitted in the cabin with no further investigation or verification required





Your essential, prescription medicine





(
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